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RADVISION H.323 TOOLKIT PROVIDESFULL PROTECTION AGAINST RECENTLY
ANNOUNCED VOICE AND VIDEO OVER IP VULNERABILITY

Products Devel oped with RADVISION H.323 Toolkit
Are Invulnerable to Denial of Service Attacks

GLEN ROCK, New Jersey, January 16, 2003 - In response to recent uncertainty in the market about the
vulnerability of certain voice and video over IP solutions based on the H.323 protocol, RADVISION
(Nasdag: RVSN) today announced that its H.323 developer toolkit includes functionality that enables any

product developed with this solution to be invulnerable to this threat. This functionality has lbeen generally
available since Q4, 2003 in version 4.2 of its developer toolkit.

RADVISION has aso been supplying patches to provide similar protection for the latest releases of H.323
v4.1 and v4.0 of its developer toolkit. Therefore, voice and video over IP products that are based on these

versons are not vulnerable to the DoS attacks.

Additionally, all RADVISION video and multimedia conferencing infrastructure products currently shipping
today (INVISION and vialP MCU, gateway, and gatekeeper) are immune to this vulnerability.

A report prepared by the U.K. National Infrastructure Security Co-ordination Center (NISCC) highlights a
number of implementation-specific vulnerabilities in the H.323 Protocol which, if exploited, could alow an
attacker to create a Denia of Service (DoS) condition.

RADVISION customers who are part of the RADVISION maintenance and support program should be in
contact with RADVISION support engineers to receive the appropriate verson 4 family version (v4.0 latest
version patch, v4.1 latest version patch, or v4.2 current release) that is the most suitable for their products.
Customers using version 3 and earlier based H.323 products should contact RADVISION customer support to
resolve the specific problem they may have with therr legacy products. Developers or customers who are



interested in a deeper discussion on this vulnerability or RADVISION's response are invited to contact
RADVISION Customer Support. At the following numbers:

International Headquarters:
RADVISION, Ltd. (Isradl)
Td: (+972) 3-767-9393
SWsupport@radvision.com

USA Headquarters:
RADVISION, Inc.

Tel: (+201) 689-6300
Hotline/Fax: (+201) 689-6390
ToolKitSupport@radvision.com

About RADVISION

RADVISION (Nasdag: RVSN) is the industry’s leading provider of high quality, scalable and easy-to-use products and
technologies for videoconferencing, video telephony, and the development of converged voice, video and data over IP
and 3G networks. For more information please visit our website at www.radvision.com.
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