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OVERVIEW

The RADVISION iVIEW Suite Add-on for IBM Lotus SameTime 8.5.1 enables IBM
Lotus SameTime users to:

= Use RADVISION MCUs as the conferencing server for a “best of breed” HD
conferencing experience.

=  Connect to traditional video conferencing arenas such as room systems,
telepresence systems, public switched telephone network-based end points,
and others.

The add-on is deployed on IBM Lotus SameTime servers. While SameTime users are
unaware of this add-on during regular audio and video call operations, users can still
operate the SameTime client as usual to initialize and receive audio/video calls.
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INTEGRATING RADVISION COMPONENTS
WITH THE SAMETIME ARCHITECTURE

The figure below describes how the SameTime architecture integrates with
RADVISION video conferencing solutions.

IBM SameTime 8.5 RADVISION SCOPIA H323
VP Media Server iVIEW Suite
Http(s) ——SIP——
’75IP
. SIP
ST Radvision
= Client TCSPI RMI TCSPI Adapter
== Adapter
enn

XML l H323 EP
.

RTP/RTCP- SIP EP
RTP/RTCP- ‘
SCOPIA MCU RTP/RTCP

VP: Virtual Places is the proprietary protocol used to connect the Lotus Sametime Gateway with the local community on the Lotus

Samet

ime server.

IBM Lotus SameTime Telephony Conferencing Service Provider Interface (TCSPI) is
a set of APIs third-parties use to integrate their products with IBM Lotus SameTime
services. As third party, RADVISION implements the TCSPI interface and deploys
this implementation on IBM Lotus SameTime servers.
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INSTALLING THE IVIEW SUITE SAMETIME
ADD-ON

IBM SameTime administrators must install a TCSPI adapter (iVIEW Add-on) to be
accessed when community users request audio/video features from the SameTime
Connect client or Meetings client.

VERIFICATION PREREQUISITES

The complete solution consists of both systems: IBM Lotus SameTime 8.5.1 and
RADVISION iVIEW Suite. Before you deploy the add-on component, both systems
should be installed and configured properly according to the respective installation
guides.

VERIFY IBM LoTus SAMETIME CONNECTION

The administrator must verify that the Lotus SameTime client user can initiate and
receive video/audio call.

<= Procedure

Log in to Lotus SameTime client

Select a user in the Contacts List

Right-select and pop-up the window

Start the video call

The invitee receives the calling invitation and selects Join
Ensure both users can see each other via desktop video

o wdPE

VERIFY RADVISION IVIEW SuiTE CONNECTION

The administrator must verify a H.323/SIP endpoint can successfully dial into the
virtual room of a Lotus SameTime client user, and that the audio/video is of acceptable
quality.
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<= Procedure

Log in to iVIEW Suite.

Verify the LDAP connection is configured.

Verify LDAP users are synchronized.

Verify Lotus SameTime client user has own virtual room.

Verify “SIP is enabled on MCU” and iVIEW (192.168.225.121) is defined as SIP
server on MCU:

@ Enable SIP protocol

arwbdE

¥ Default SIP domain 0cs2007.com
> SIP server
" Locate automatically
{¥ Specify
1P address 192.168.225.121
Port 5060
Type uDP -
[ Use registrar
1P address
Port 5060
Type UDP -
% More

6. H.323/SIP endpoints successfully dial into the system through virtual room
number.
7. Verify the meeting is held on the SCOPIA MCU.

INSTALLATION FILES

The following files are provided with the product:

AudioConference.properties: Under properties folder, defines customized
telephony messages, such as Virtual Room ID, Moderator PIN, etc.

ConferenceManager .properties: Defines the property collection relevant to
IBM Lotus SameTime, such as third party services, service provider capabilities, etc.

Rv-tcspi-adapter.jar: The java library which implements the TCSPI
interface and communicates with RADVISION iVIEW Suite through a proprietary
protocol.

Rv-tcspi-adapter.properties: Defines the property collection relevant to
RADVISION iVIEW Suite, such as iVIEW Suite Host URL.

INSTALLING THE ADD-ON

The administrator must manually copy the installation files to the SameTime Media
Server in the
${USER_INSTALL_ROOTHNWebSphere\AppServer\profiles\${HOST_NAME}M
ediaPNProfilel \sametime_tcspi subdirectory, as follows:
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USER_INSTALL_ROOT: C:\Progream Files\IBM
HOST_NAME is rvcn-iVIEW-7205:

File Edit View Favorites Tools Help

Back - - ? ) search Folders -
Q- Q /

Address I_) 192,168, 227, 205 profilestrvcn- 72055 TMSPNPr ofile 1 sametime _tcspi

hame = Size | Type | Date Modified
File and Folder Tasks ¥ [C)properties File Falder 2010-5-21 16:19

ConferenceManager. properties 3KB PROPERTIES File 2010-3-15 14:52
Other Places E3 rv-tespi-adapter 72KB Executable Jar File 2010-6-2 %142

rv-tcspi-adapter.pmpert\es 1KE PROPERTIES File 2010-4-2 15:18
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CONFIGURING THE ADD-ON

Open the rv-tcspi-adpater.properties file and configure iVIEW Suite Host
IP as follows:

El r¥-tcspi-adapter.properties - Notepad

File Edit Faormat Wiew Help
fcom. radvision. tcspi. host=192.168.227. 63 =]

Note: The Conference Manager Property is the default IBM Lotus SameTime
configuration. Generally, you should not edit this file as it is preconfigured according

to the RADVISION add-on implementation. For more information about this property,
refer to IBM integration guide.

CONFIGURING THE LOTUS MEDIA SERVER

The following procedure is required to enable the third party provider to integrate with
the Lotus SameTime server.

< Procedure

1. Loginto SSC (SameTime Server Console) http://hostname:8700/ibm/console or
https://hostname:8701/ibm/console.

address [&] hitps: 1152, 168.227 62 8701 fbmconsoleflogon. jsp
Gougle | j *§ se.

Integrated Solutions Console

Log in to the console.
User ID:

Password:

Log in

Integrated Solutions Console  Welcome wasadmin

| WView: [All tasks =]

Set the sudio and video UDP ports far the client,

Welcome
Guided Activities
Servers
Applications
services
Rezourcas
securiry
Environment

8ystem administration

Service integration

upol

*Hast narne: [recn-ivizw-7205 radvisian. cam
Sametime System Console *Port oo —

Starting UDP port for waice call: [20830

Starting UDF port for voice calls, where the upper limit is the speciied port ples 100

ar limit is the spacifiad port phus 100

[Presence Setting
Humnber of switcthed audio streams (2161 [5

Set the wait time in millisecands before switching to next active speaker,

Videa suitching wait time:
3000 =

*Hast names [rucn-kepler-is radvision, com
*Rart 50

SIP proxy registrar
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2. Expand SameTime System Console > Manage Policies.

T Integrated Solutions Console - Microsoft Internet Explorer _[5 4

Fle Edt View Favortes Took Help

Qo - - ¥ [B] (] D semeh Frrewies @] 32 0 <L) /LB
address [{] hetps: 192,168 227.62:8701 fiamjconsolelogin do7action=secure
Gougle| | s - \ Eshare Siv  Sidewki v

Integrated Solutions Console  Welcoma wasadmin

“% check ~ 3a Translate + - | AutoRil *

Help | Lagout

[ view: [ATtast = |

Welcome,

Guided Activities
= View, modify, and assign polidies to users and groups. To assign a policy, select the policy and dlick Assign. To view the policies currently in use for 3 particular user, click Find Active Policies.
Servers

All unsuthanticated users will have the Ananymous Policy spplisd ta thern. For suthenticated users, the palicy 2ngine il = s exact user ID match, and than spply the highest weighted policy, I thers is

Applications o match for the user 1D n 3ny poliy, than the pelicy angine wil 3pply the highest weighted aroup matth If no group matenes are found, then the dafadit pollcy il be appliad

Instant Messaging | Meetings

@ securiy Wev... | Edt.. | Delets | Duplicsta... | Assian.. | Find Actwe Poligas.. | Mova Up | Move Down

Environment

Name Weight
System (@ [sametime Media 1. Fault Policy [+
o [O [ametme nedia Wanager Anonymeus Fotiy D

Monitoring and Tuning

uopI

H Sametime System Consale

3. Select Edit under Media Manager and enable “Allow access to third-party
service provider capabilities from the contact lists, instant messages, and
meetings”

4. Select OK to save the configuration.

5. Restart the Media Server.

a. Log in to IBM Media Server http://hostname:8800/ibm/console or
https://hostname:8801/ibm/console.

b. Expand Servers > Sever Types > WebSphere application servers,
and select STMediaServer.

Integrated Solutions Console  Welcome wrasadmin Logout [

views [All tasks = Welcorne

Welcome

Guided Activities

intsaraied Sahuions Conssle, 7.0.0.3
B servers Integrated Solutions Gonsole provides a common administrative console for multiple products, The table lists the 9 S

product suites that can ba administerad through this Installstion. Selact a praduct suite £0 view more Inform ation Buid Humber
@ Applications
e LICENSED MATERIALS PROPERTY OF 181
arvices Suite Name version 5724-108, 5724-183, 5724-H88, 5724-H89, S655-N02, 5733-W70 (C)
cesources Websphere Application Seruer 7003 Copyright Intermational Business Machines Corp. 1937, 2008

Security

Enuironmant

System administration
Usars and Graups
Manitaring and Tuning
Troubleshoating
Service integration

upDI

c. Restart this resource.

Integrated Solutions Console Welcome wasadmin Help | Logout

‘ Views [All tazks = Cell=rven-iview-7205MediacCelll, Profile=rvcn-iview-7205MediaDMProfilel

Walcame Application servers

Guided Activities Application servers

B servers
Mew serusr

Bl Server Types

WebSphere application servers]

WebSphare prowy servers
Generic servers

Version 5 JMS servers
WebSphere MO servers
Web servers

B Clusters

B DatsPower

B Core Groups
Applications
Services
Resources
Security
Environment
System administration
Users and Graups
Monitoring and Tuning
B Traubleshasting

Sarvice intearation

upp1

Use this page to view 2 list of the applicstion servers in your environment and the status of each of these servers. You can also use this page ta change the status of a
specific application server.

Preferences
New|| Delete || Templates., || start | stop || Restart || Immedistestap Terminate
[

Select Name £ Node 03 Hast Name 3 Version £ Cluster Hame

E) Status ()
Vou can administer the following resources:

ST v v HD 7.0.0.3 P

Total 1
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VERIFYING THE INSTALLATION AND CONFERENCE CONNECTION

Login into Lotus SameTime Connect Client and verify that “RADVISION HD Video
Conference Service” displays as follows:

&
-

[

- fccessibility

Accounts
Auto-Status Changes
Chat History

Chat Window

-~ izankact List

Ematicon Palettes
External Applications

~File Transfers

- Fonts

- (zeographic Location
- Instant Meeting Tools

Language

- Nokifications

- Privacy

- Sametime Meeting Rooms
- Server Communities

spell Checking

-~ Status Messages
- Telephony, Audio and Yideo

- Call Windove

@ preferences

|type filker text

Connection and Conference Settings

-t Connection and Conference Settings

Prefefred Mumbers
-~ Routing Calls
- Sound Alerts

r~Audio Conference Solution

4 | I L I

Deletel Mew, .., | Update Server

Telephony provider for server community 192,168,227.62; RADYISION HD Video Conferencing

¥ Use this service For all my audiofviden calls {when unchecked, Sametime Audio/Video Conferencing will be used instead),

- Conference Information:

Call Information ;I

[~ Connection settings

These settings help the service provider authenticate and recognize you when using their service. Help me with these Fields.

* virbual Room 10 |61845634
* Moderator PIN: |ssse
* Meeting Access PIN: [1234

IRADVISION e

Service Locations:

Installation Guide for iVIEW Suite Add-On 9




DEPLOYING THE ADD-ON

The IBM SameTime administrator must install a TCSPI adapter (iVIEW Add-on) to be
accessed when community users request audio/video features from the SameTime
Connect client or Meetings client.

CONFIGURING RADVISION MCU ADVANCED SETTINGS

In order to work with the IBM SameTime client, some default parameters on the
SCOPIA Classic MCU should be reset.

SCOPIA Classic Audio Escalate Settings

To support the audio escalate feature, the Calltypeoverride command must be reset to
override the default value. Calltypeoverride should be enabled (“17).

<= Procedure

1. Access the MCU web user interface and open the Advanced parameters
window.

Status  SENOS | Wegia Processing | Protocols | Services | Event Log |

Basics ™ wihen using the VWeh, only operators or administrators can creste s conference
Auto Attendart
Participants can join the conference using IInvita and dial-in ;I
Conference Cortrol
4d hoc conferences terminate when: ILas1 participant lesves LI
Themes
External conference authorization policy: |Nnna ;I

Quality of Service
Dynamic Layouts Diml-in celimiters

Alert Inciications Delimiters are used in the dial string to separate the conference ID from a additonal information

IT PIN defimiter (# =X ek
Invite celimiter (# *) **

Cther

[V Disconnect patticiparts on communication (CP) failure

Disconnect on: Audio failure =

Help

2. Select Commands.
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B Advanced Commands

Command: Parameters

Available parameters:

Available commands:

Aspect ratio conversion mode i’
Auto attendant show vendor logo
CS Log

Caonference control Web refresh interval
DTMF farvearding

Duovideo support o
1| |»
Send |

Respaonse

L

Clear | Close |

3. Inthe command window, verify command and reset. Before resetting the

value, the administrator must check the current value of the command:
—  View the current Calltypeoverride command value.
Input command name mc:calltypeoverride in the command field.

B Advanced Commands

x|
Command: Farameters:

Imc:calltypeovernde |

Available commands: Availahle parameters:

Aspect ratio conversion mode ﬂ
Auto attendant show vendor logo

C5 Log

Conference control Web refresh interval
DTMF forwarding

Dugvideo support =
| |»

Response

GCC Call Type Owerride - 0O

K]

Clear Close |

4. Select Send and the current Value and Command Description is displayed.

5. View the Calltypeoverride command value. Reset Calltypeoverride
command value to 1.

B Advanced Commands

Command FParameters:
Imc:calltypeuverrlde |1

Awailable commands: Avallable pararmeters:

Aspect ratio conwversion mode
lAuto attendant show vendor logo
=5 Log

Conference cantrol Web refresh interval
DTMF forwarding

Duovideo support =
4] |r

Response:

GCC Set Call Type Owerride to O

Clear | Close |
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SCOPIA Classic Intra Frame Interval Settings

<= Procedure

1. View “sendintrainterval” command value.
2. Input command name “sendintrainterval” in the command field.

B Advanced Commands x|

Command: FParameters

Imc: sendintrainterval |

Available commands

Aspect ratio corversion mode ﬂ
Auto attendant show vendor logo

CS Log

Conference contral Web refresh interval
DTMF forwarding

Duovideo support o
4] | »
Send

Available parameters

Response

For setting please use the format! sendintrainterval {service name’ {duration in ~ |
For getting plesse use the format: sendintraintervel {service name) -1

4 | _";I
Clear | CIDSel
Select Send and the current Value and Command Description are displayed.

Input service parameter 81 (81 is an example; configure related services
according to real deployment scenarios) and then send:

3.
4,

B advanced Commands

x|
Command Parameters:
Imc:sendintrainterval |31
Avallable commands: Available parameters:
Aspect ratio conversion mode ﬁl
Auto attendant show wendor logo
CSLog

Canference contral Weh rafresh interval
DTMF forwarding

Duovideo support &2
| |
Send

Responge:

Eahun of Intra Interval for service 61: 300 =
a4

o

Clear | Close |

5. The current value is shown. Re-set sendintrainterval command value to 5.
6. Set the command and value, then select Send button.

B Advanced Commands

Command: Parameters:

Imc: sendintrainterval |31 E]

Available cammands:

\Aspect ratio conversion mode il
\Auto attendant show vendor logo
S Log

Available parameters:

Conference contral Weh refresh interval
DTHF faraarding

Duovideo suppart i
< | »
Send

Response:

Izratxon of Intra Interval for service 81: 300
4

Clear C\nsel

M
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7.

Select Send and verify new value.

B Advanced Commands

Caommand: FParameters:

Imc: sendintrainterval

|31|

Available commands: Available parameters

Aspect ratio conversion mode

Auto attendant show vendor logo

S Log

Conference control Weh refresh interval

1of”
sens |

4

DTMF forwarding
DLiUVidEU support
[l

Response:

Eaum of Intra Interval for serviee BL: 5
4

Clear | Close

CONFIGURING IBM SAMETIME USER CLIENTS

Lotus SameTime allows configuration of several parameters effecting the bandwidth
and performance and security of audio and video conferences. These parameters
default to values which should work for most environments, but they can be enabled to
meet the specific needs of the organization deploying the IBM-RADVISION

integration solution.

Configuring Audio and Video Settings

To configure the IBM Lotus SameTime audio and video settings:

<= Procedure

1.

Login into SSC (SameTime Server Console)

http://hostname:8700/ibm/console or https://hostname:8701/ibm/console.

cidress [ hitps:1192.168.227.62:6701 fbm/consoleflogon. jsp
Google ‘ d 2§ Search
Integrated Solutions Console
Log in to the console.
User ID:
Password:
Lag in
address [€] hueps /192,168,227 62:5701 fbmjconsole login. do?action=secure
Google| MR ET -<|>@ - | Bhshore~ - sdewki~ | % Cherk + 8| Translate = | Autoril -+ 4

Integrated Solutions Console Welcome wasadmin

vironmant

stem administration
Users and Groups

(& Menitering and Tuning

oting
Sarvica integration

®uppt

Samatime Systam Consols

Sat the audio and video UDP ports for the client.

call: [20820

\Stavting LDP port for vorce calls, whare the upper imit is the spacified port plus 100,

Starting UDP port for vaica

Starting UDP port for video call: [20832

for vidao caliz, whera the upper Wimit is the spacified port plus 100,

itched audio streams (2-16): [5

St the wait time in milliszconds before switching ta next active speaker

Mideo switching wait time:
3000 =

mmmmmmmmmmmmm

*Host name: [rven-keplaris.raduision. com

—

SIP praxy registrar

*Part;

*Host name: [rvcn-ivien-7205. radvision, cam

500

Fort;
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2. Expand SameTime System Console > SameTime Servers > SameTime
Media Manager.

Integrated Solutions Console  Welcome wasadmin

| view: [all tasks =1

telcome

Guided Activities

Sametime Media Manager
The Sametime $ystern Console lists a status overview for each Sar

Servers

Applications

Deployment Name Cell/Cluster Version Connection Properties
Services

cell 8.5.0.0 Edit
Resources

Securiny

Environment

System administration

Users and Groups

Manitoring and Tuning

Troubleshooting

Service integration

upoI

B sametime System Console
Sametime Prerequisites
Sametime Guided Activities
B sametime Servers

Sametime Community Servers
Sametime Mesting Servars
SIP Prouies and Registrars
Sametime Prouy Servers
Sametime Gateway Seruers

Manage Policies

3. Select on the STMM205 link.
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Welcome wasadmin

[TRBgrated SoMmons Consome
View: |All tasks £ |

Welcome

Guided Activities
Servers
Applications
Services
Resources
Security
Environment
System administration
Users and Groups
Manitoring and Tuning
Troubleshooting
Service integration
upbL
E Sametime System Consale.
Sametime Prerequisites
Samatime Guided Activities
Bl Sametime Servers
Sametime Community Servers
Sametime Meeting Servers
Sametime Mediz Manager
51P Proxies and Registrars
Sametime Proxy Servers
Sametime Gateway Servers

Manage Policies

Sametime Media Manager

=6 T Logout

Configuration changes vill not take sffact until you restart the Media server. In addition, changes to the folloving settings alse raquire rastarting the

Community server, or vaiting for the Community server settings to refresh automatically: Starting UDP ports for voice and video calls, encryption, audio and

video codec prioritize lists and video resolution.

Set the audio and video UDP ports for the client.
Starting UDP port for voice call: [20830

Starting UDP port for video call: [20832

\Starting UDP port for voice calls, where the upper limit is the specified port plus 100

\Starting UDP port for video cails, where the upper limit is the specified port plus 100.

[ Presence Sefting:

Video svitching vait time:
3000 ¥

Humber of svitched audio streams (2-18): |5

Set the vait time in milliseconds before switching to next active speaker.

Server

Community server

*Host name: [rve

SIP proxy registrar

*Port:

[recn-ivier-7205
*Transport protocol: [TLS [x
Session expiration: [150

[ Audio Video Media

*Host name:

radvision.c

*Port:

@ Disable

conference bridge) will be encrypted.

lNote: TLS transport is recommended when using media encryption.

Secure Real-time Transport Protocol (SRTP) Encryption:

' Enable: Calls made between the Connect client and any other endpoint supporting SRTP (including another Connect client or a partner

SUT Madia Server will not be encrypted.

G7221-16000
G.711

Dovm

Hz64 ﬂl
H263 pev—

Prioritize the audio codec. The first in the list has top priority.

Select = video codec. The first in the list has top priority.

vith 3 or more using the Media Manager Packet-Switcher or the:

[ Video Bit Rat:

Video resolution: | CIF 352x288@15fps 384kbps

Resolution Name WidthxHeigl

|

) BitRate-! kbps)

ﬂl Cancel | Apply

4. The administrator can change the setting indicated above according to his
specific network deployment and according to the required video resolution.
The default resolution is CIF 352X288@15 fps 384Kbps. The following tables
detail the recommended options for different video resolutions which will
provide the best video experience when working with RV infrastructure:

When working with SCOPIA Elite MCU, select one of the following options
according to your deployment specifications:

ST 8.5.1 Video Resolutions

HD-720p 1280X720@30 fps 1024 Kbps

HD-720p 1280X720@30 fps 768 Kbps

432p 720X432@30 fps 512 Kbps

W288P 512X288@30 fps 384 Kbps

CIF 352X288@30 fps 768 Kbps

CIF 352X288@30 fps 512 Kbps

CIF 352X288@15 fps 384Kbps
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When working with SCOPIA Classic MCU, select one of the following
options according to your deployment specifications:

ST 8.5.1 Video Resolutions

CIF 352X288@30 fps 768 Kbps
CIF 352X288@30 fps 512 Kbps
CIF 352X288@15 fps 384Kbps

5. Select OK after editing the settings.
6. Restart the Media Server.

ABOUT CALL-IN TEMPLATES FOR IBM SAMETIME USER CLIENTS

With Call-In Information Templates, the SameTime client or external users can learn
how to join the user meeting through alternative routes. In general, templates include
the following information:

=  SDS Connectivity
®  Room System Connectivity

= Gateway Connectivity

Installation Guide for iVIEW Suite Add-On 16



SAMPLE ‘CALL-IN INFORMATION’ TEMPLATE

At the time of the meeting, please choose an access method described below:
Meeting PIN: <Access Pin>

To connect from your desktop:

Go to http://<SDS URL>/scopia?ID=<Virtual Room ID>&autojoin

For other options (including connecting with presentation only or watching the
webcast), go to http://<SDS URL>/scopia?ID=<Virtual Room ID>

We recommend you install the desktop client beforehand.
To install the client, go to http://<SDS URL>/scopia?client
To connect from an IP terminal, please dial: <Virtual Room 1D>

To connect from a PSTN/ISDN/Mobile terminal, please dial one of the
following access numbers:

<Country Name>: +<GW Number>
<Country Name>: +<GW Number>
<Country Name>: +<GW Number>

When prompted for a number, enter <Virtual Room 1D>

Note the following regarding the use of Call-In Information Templates:

Red text will be replaced by a user’s specific configuration and by general access
information.

<Access Pin> (Optional)

The Access Pin will be replaced by the same value configured in the Passcode textbox
by the user in the SameTime Connect Client.

<Virtual Room ID>

The Virtual Room ID will be replaced by the same value assign to the user and
configured in the Client ID text box in the SameTime Connect Client.

<Country Name>: +<GW Number> (Optional)

Installation Guide for iVIEW Suite Add-On 17



The Gateway list should be replaced by a list of available gateways configured in
iVIEW. Login iVIEW as an administrator and browse to Admin > Resource
Management > Gateway where you can find the list of all the available gateways.

<SDS URL> (Optional)
The SDS URL will be replaced by the actual SCOPIA Desktop Server URL.

The administrator should replace light blue parameter according to real deployment
information, and then send this template to all SameTime client users, and user will
update call-in information on each client manually.

SECURED DEPLOYMENT - TLS AND SRTP CONFIGURATION

Please note that this feature is available only when working with RADVISION SCOPIA Elite MCU. It is not
supported by RADVISION SCOPIA Classic MCU.

Generate iVIEW Certificates

1. LunchiVIEW Certificates Management Tool.

Accessaries
Administrative Tools

@ Certificates Managemenkt

f[fl Launch iYIEW Backup and Restore Tool

_g Launch iIEYW Configuration Tool

Launch Redundant iWIEW Configuration Tool
Eiim Longin ko RADYISION VIEW Suite

ﬂ-\ Update License

d WIEW Logs

] MEw SSL certificate Management Tool

Genereate Certificates I’ Import Trusted Certificates I’ Apply Certificates

Warning: There is not any certificate in system.

Type:  |Self-Signed Certificate |v

Self-Signed Certificate
3rd-Party Certificate

Follow the helow procedure in order to generate and manage a self-signed certificate:

1. Generate Self-Signed Certificate
2. View Self-Signed Certificate View
3. Export Self-Signed Certificate
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2. Select 3rd-Party Certificate. This tool shows the window below.

—
E VIEW SSL Certificate Management Tool

o’

Genereate Certificates r Import Trusted Certificates r’ Apply Certificates

Warning: There is not any certificate in system.

Tone: [ripanycertificate | - |

Follow the below procedure in order to generate and manage a 3rd party certificate:

1. Generate Certificate Signing Request (CSR)

2. Save the CSR and send it to the certificate authority (CA)

3. Upload the CA Root Certificate

CARootfile: |

4. Upload the CA Signed Certificate

CA Signed file: |

|
‘ Brows... Upload

5. Export CA Certificates ‘ Export CA Root ‘ ‘ Export CA Signed

On the Generate Certificate Signing Request (CSR) tab, select the Generate button, and then complete the

following fields: Common Name, Organization unit, Organization, City, State, Country code, and select

the Generate Certificate Signing Request (CSR) button.

[ Generate ¢S o

Generate Certificate Signing Request (CSR)

Common Name* | |

Organization unit | |

Organization | |

City | |

State | |

Country code | |

| Generate Certificate Signing Request (CSR) ‘

]

—
5] MEww S51. Cortificats Management Taol 12002 R i

Genereate Certificates y’ Import Trusted Certificates y’ Apply Certificates

‘Warning: There is not any certificate in system.

[ Generate csR

Generate Certificate Signing Request (CSR)

[iviews?_s rasision.com |

[NBu_rcD

Common Name*

Organization unit

2. save 1 LT x
3. Upload 1 @ The signing request’ lion has

CA Root =

RE

1. Upload 1

CA Sign

Country code [en

5. Export C

‘ Generate Certificate Signing Request (CSR) |
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4. Inthe Save the CSR and send it to the certificate authority (CA) step, select the Save button.

5. After getting the certificates back from CA, in the Upload the CA Root Certificate step, select the Browse
button and load the CA root certificate file first, and then select the Upload button.

IVIEW SSL Certificate Management Tool

|

Genereate Certificates r’ Import Trusted Certificates r Apply Certificates

‘Warning: There is not any certificate in system.

Type:  |3rd-Party Certificate H

Follow the below procedure in order to generate and manage a 3rd party certificate:

@ 1. Generate Certificate Signing Request (CSR)
@ 2. Save the CSR and send it to the certificate authority (CA)

3. Upload the CA Root Certificate

CA Rootfile: |CTLV_MCL_ReotCA ot | | Browse... | | upioaa |

@ Upload CA Root certificate successfull Please continue to upload CA signed Certificate!

5.1 i

6. Inthe Upload the CA Signed Certificate step, select the Browse button and load the CA signed certificate file
first, then select the Upload button.

WIEW S5L Certificate Management Tool

Genereate Certificates r Import Trusted Certificates r Apply Certificates

Warhing: There is not any certificate in system.

Twpe:  |3rd-Party Certificate =

Follow the below procedure in order to generate and manage a 3rd party certificate:

@ 1. Generate Certificate Signing Request (CSR}
@2 save the CsR and sen L =
& 3. Upload the CA Root Ce @ Upload CA signed certificate successfulhy?!

CA Root file: Upload

Bh5E

1

4. Upload the CA Sighed

CA Signed file: \C\iView?aFanTm | ‘ Brows... || Upload

5. Export CA Certificates ‘ Export CA Root | | Export CA Signed |

7. In Export CA Certificates step, select the Export CA Root and the Export CA Signed buttons in order to
export CA root certificates and CA signed certificates.

8. Go to the Apply Certificates tab, and select the Apply Certificates button.
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Upload iVIEW Certificates as IBM Sametime Trusted Certificates

1. Goto IBM ST media server web.

@\‘—-\/ - |g https: /192,168, 227,205, 5801 /ibmjfconsole/logon. jsp

File Edit View Favorites Tools Help

ﬂ? *‘1’3? u)lntegratedsalutions Console | |

Integrated Solutions Console

Log in to the console.
User ID:

Iv‘a;admm

Password:

2. Select Security>SSL certificate and key management

Welcome vid=wasadmin,o=def

Integrated Solutions Cansole

‘ Views [21] taziz =l

welcome

Guided Activities
Servers

[ Applicztions
Services
Resources

Esecurity ]

SSL certificate and key management

SSL certificate and key management > Manage endpoint security configurations

Displays Secure Sockets Layer (SSL) configurations for selected scopes, such as a cell, node, server, or cluster.

Local Topology

B Inbound
B rven-72055TMSCelltiCellDefsultSSLSettings)
Bl g nodes
{ DMarhiode
) ruen-7205STMSNedel(NedeDefaultSSLSettings]
£ clusters
Bl g nedegroups
% DefaultNodeGrous
B Cutbound
@ recn-7205STMECellt{ CellDefultsSLEettings)
Bl nodes
) DMarliode
) rven-72055TMSNode (NodeDefault5SiSettings)
£ clusters
Bl nedegroups
% DefaultNodeGrou

4. Select the Outbound tree rven-7205STMSCell1(CellDefaultSSLSettings). The system shows the page

below:
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551 certificate and key management > Manage endpoint security configurations > rven-72055TMSCell1

Displays Secure Sockets Layer (S5L) configurations for selected scopes, such as = cell, node, server, or cluster.

General Properties

Hame Related Items
[rven-72055TMsCellL ]

SSL configurstiens
Direction Dynamic cutbeund
[outbound | =ndsoint SSL
configurations

Specific 55L configuration for this endpoint

Kev stores and certificstes
SSL configuration VD o [ " = «
[Callbatauitss earings pdate certificate alias lis anage certificates Cev sets

Kev set groups
Certificate alizs in key store

Key managers
-

Trust managers

Certificats Authority (CA)
client confiqurstions
apply | [ok| [Resat| [ cancal

5. Select Key stores and certificates. The system shows the page below:

certificate and key management

5

SL certificate and key management > Manage endpoint security configurations > rvcn-72055TMSCelll > Key stores and certificates

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM], and all truststere types.

Keystars usages

[s5L keystores

breferences
New|[ Delete || Change passward.. Exchange signers...
i) [
5
Select| Neme 2 | pescription ¢ path &
You can administer the following resaurces:
l_ CellDefault Store Default key store for rvcn-72055TMSCell1 ${CONFIG_ROOT}/cells/rvcn-
72055TMSCell1/key.p12
l_ CellDefaultTrustStore Defsult trust store for rven-72055TMSCelll ${CONFIG_ROOT}/cells/rvcn-
72055TMSCell1/brust.p12

Totzl 2

6. Select CallDefaultTrustStore. The system shows the page below:

SSL certificate and key > Manage endpoint security confi > pwen-7

ll1 > Key stores and certificates >
CellDefaultTrustStore

Defines keystors types, including cryptography, RACF(

. CMS, Java(TM), and =ll truststors types.

General Properties

Additional Properties
Hame B o

g - gner certificates
[CellDefaultTruststore igner certificate
Description

[Default trust stare for recn-72055TMSCall

Custom properties

Management scope
(cell):rven-72055TMSCell1

Path
[s{conFic_rooT!

ells/

rcn-72055TMECell1/trust.p12

# Passvierd

Tyoe
[ercs:z

T Remotely managed
Host list

M Read only
[T tnitizlize =t startup

[T Enzble cryptographic operstions on hardvare d

apoly | [0k [Reset| [ cancel
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7. Select Signer certificates. The system shows the page below:

SSL certificate and key management

CellDefaultTrustStore > Signer certificates
Manages signer certificates in key stores.

Breferences

Add De\etel Extract
=l

Select| Aliss 2 Issued to 2 Fingerprint (SHA Digest) &

Retrisve from port

*¥ou can administer the following resources:

I_ b2bua CH=iView?.5,
OU=RCD,
O=RADVISION,
C=CN, ST=China,
L=Beijing
OU=Root CA,
O="DatzFower
Technology. Inc.”,
c=us

r datapower

m| default CHN=rvcn-
7205.radvision.com,
OU=Root Certificate,
ou=sTAppCell,
OU=rvcn-
72055TMSNodel,
O=IBM, C=US

1

72035.radvision.com,
OU=Root Certificate,
OU=rvcn-
72055TMsCellL,
OU=DMgriode,
O=IBM, C=U3S

Total 4

S5L certificate and key management > Manage endpoint security configurations > rven-72055TM5Celll = Key stores and certificates >

1B:B5:84:93:74:72:31:5E:B2:17:1D:80:AF: C2:46:51:27:72:B1:7B | Valid from May 17,

AS:BAIA4:B5:BC:26:2F:5D:2A:80:93: CA:BA:F4:31:05:F2:54:14:17 | Valid from Jun 12,

4B:15C:iDCIF2:3F:14E:31:8A:18B:22:38:60:50:D0:43:A5:F7:42:DB:4B | Valid from May 20,

CH=rvcn- 69:53:04:AE:DF:DF:12:06:40:8F: 14:3B: 40 CE:BD:48:00:50:8A: 0B | Valid from May 20,

Expiration £

2010 to May 17,
2011.

2003 to Jun 7,
2023.

2010 to May 16,

2025.

2010 to May 16,
2025.

8. Select Add button, You can import iVIEW certificates into ST media server. Please note, if your iVIEW
certificates are 3rd-Party Certificates, please import the iVIEW CA root certificate and iVIEW CA signed
certificates. The File Name filed should be the local path of IBM ST media server. It means you have to copy the
iVIEW certificates into IBM ST media server. The system shows the page below:

SSL certificate and key management

CellDefaultTrustStore > Sianer certificates > Add signer certificate
Adds = signer certificate to a key store.

General Properties

SSL certificate and key management > Manage endpoint security configqurations > rven-72055TMSNodel > Key storas and certificates >

v E

* Alias

# Filz name

Dats type
|Base6e-encoded ASCII data x|

Apply | [0K| [Reset| [ Cancel |

9. Input alias & file name fields, then select the Apply button.
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SSL certificate and key management =

SSL certificate and key management > Manage endpoint security configurations > rven-72055TMSNodel > Key stores and certificates >
CellDefaultTrustStore > Signer certificates > Add signer certificate

Adds = signer certificats to 2 key stors.

General Properties

# Alizs
ivMiewRoot

# File nam=
[ci/B2BUA_Pub/ iViswCAR oot cr

Data bype
|Basec4-encaded ASCIT data x|

Zpply | [ok| [Reset| [ Cancel |

10. Select the Save link in order to save the change.

certificate and key management wE

B Messages

My Changes have been made to your local configuration. You can:
# Save directly to the master configuration.
* Review changes befors saving er discarding.
An option to synchronize the configuration across multiple nodes after saving can be enablad in
Prefersnces.

@ Tha server may need to be rastarted for thasa changes to take effact.

SSL certificate and key management > Manage endpoint security configurations > rvcn-72055TMSNodel > Key stores and certificates >
CellDefaultTrustStara > Signer certificates > Add signer certificata > iViewRoot

Manages signer certificates in key stores.

General Properties

Alisz

[ivierRoot ]

Version
e |

Key size
[2ose |

Serial number

Vvalidity period
[valid from May 5, 2010 to May 4, 2015. |

n.com, C=IL, ST=none, L=Tel &
bu_ga @radvision.com, OU=NEU, C=Razdvision

CHi= ST=none, L=Tel Aviv,
EMAILADDRESS=nbu_ga @radvision.com, OU=NBU, O=Rad:

Fingerprint (SHA digest)
|95:0C:BC105:99:351Dl.:Dg:ll_:

170134 FE1E4:FBiF0:92:7F: AG 1 4A |

Signature algorithm
[sHALwithRSA(1.2.840.113549.1.1.5) ]

Back

11. Do the same step for iView CA signed certification

certificate and key management 4

551 certificate and k. management > Manage endpoint security configurations > rven-72055TM5Celll > Key stores and
certificates > CellDefaultTrustStore > Signer certificates > Add signer certificate

Adds a signer certificate to a key store.

General Properties
# Alias
|ivew75

# File name
[c:/B2BUA_Pub/iViewCASIgned.crt]

Data type
[Basee4-encoded AsCII data 7]

Apply M Resetl Cam:ell

12. Click the Save link in order to save the change.
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General Properties

551 certificate and key management

551 certificate and key management > Manage endpoint security configurations > rvcn-72055TM5Celll > Key stores and
certificates > CellDefaultTrustStore > Signer certificates > iview7? s

Manages signer certificates in key stores.

e

Version

[x

Key size

[1oz4

Serial number

[31

Validity period

Valid from Jul 6, 2040 to Jul &, 2011,

Issuad to

ST=China, C=CN

|CNﬂVmwﬂ_5Jadﬂmon{0m,L=Eewng,OU=NEU_RCD,O=RAD¥EION, ‘

Issued by

CN=qga.tlv.radvision.com, C=IL, ST=none, L=Tel Aviv,
EMAILADDRESS=nbu_ga@radvision.com, OU=MNBU, O=Radvision

Fingerprint (SHA digest)

|1D:1D:?D:DD:ED:?4:4D:38:1A:46:98:8D:4A:D3:C4:CF:DA:94:C6:05 |

Signature algorithm
MDSwithRSA[1.2.840.113549.1.1.4)

Back

13. Restart IBM ST media server. Go to the Servers->Servers Types->WebSphere application servers link
and select the ST media server. Select the Restart button.

Integrated Solutions Console ~ welcome uic

view: [All tasls =l

welcome
Guided Activities
B servars
MNew servar
Bl Server Typss
WebSphere application servers
WebSphere proxy servers
Generic servers
Wersion 5 IMS servers
WebSphere MQ servers
Web servers

Clusters

ataPower

Core Groups

T

=defaultWI

| Application servers

Application servars

Use this page to view a list of tha spplication servers in your environment and the ststus of each of thess servars. You can slso use this pags

to changs the status of = sp=cific application s=rvar

Preferances

Help | Logout

Delete || Templates... || Starc|[Stop | [ Rester || immesizteStop || Terminats |

recn- rven-
72055TMSHodel 7205.radvision.com

B

Eelect‘ Name & | Hode & ‘ Host Name ‘ Version & | Cluster Hame & | Status &)
You can administer the fallowing resources:

STMediaServer D 7.0.0.2

| [

Totzl 1

Download IBM Sametime Certificates

1. Under step 5 of Upload iVIEW Certificates as IBM Sametime Trusted Certificates section, select
CellDefaultKeyStore. The system shows the below page:
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CellDefaultKeyStore

General Properties

551 certificate and key management > Manage endpoint security configurations > rven-72055TMSCelll > Key stores and certificates >

Defines keystore types, incduding cryptography, RACF(R), CMS, Java(TM), and all truststore types.

Hame
[cellDafaultkaystars

Description

|Defau|t key store for reen-72035TMSCell1

Mansgement scose
(cell):rven-72055TMSCell1

Path

[s{coNFIG_ROOTY cells/rven-72055TMS Call L/ key.p12

# Password

yps
|PKcsiz

-

Remotely managed
Host list

Read only
Initizlize at startup

Enable cryptographic operations on hardware device

2pply | [0k [Reset

Cancel

Signer certificstes

Pei

nzl certificates

Eerscnzl certificate reques

Custom properties

Specifies whether the key store needs to be initialized
before it can be used for cryptographic operations, If
enabled, the key store is initialized at server start up.

Additional p as

2. Select Personal certificates. The system shows below page:

S5L certificate and key management > Manage endpaint security configurations > rven-72055TMSCell1 > Key stores and certificates >
CallDefaultKeyStore > Parsonal certificatas
Manages perzonal certificates.
Preferences
Create * || Deletz Receive from a certificatz authority.. Replacz., || Extract.. || Import.. || Exportn || Revoke.. || Renew |
Select| Aliss | 1ssusd To | 1ssued By | serial Humber | Expiration
You can administer the following resources:
r default Chi=rvcn- Chi=rvcn- 785769744487938 | valid from
7205.radvision.com, 7205.radvision.com, May 20,
cn-72055TMSCell1, | OU=Root Certificate, 2010 to
Mgrliode, O=IEM, | OU=rvcn- May 20,
72055TMsCallL, 2011.
OU=DMgriicds, O=IEM,
c=us
Chi=rvcn- Chi=rvcn- 78576724579597¢ | valid from
7205 radvision.com, 7205.radvision.com, May 20,
OU=Root Cartificsts, OU=Root Certificate, 2010 to
cn-72055TMSCell1, | OU=rven- May 16,
Mgriioda, O=IEM, | 7205STMSCallL, 202s.
OU=DMgriiods, O=IEM,
c=us
Total 2

3. Select the default checkbox, and select the Extract button.
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SSL certificate and key management

55L certificate and key management > Manage endpoint security configurations > rven-72055TMS5Celli > Key stores and certificates >

CellDefaultKeyStore > Personal certificates
Manages personal certificates.

Preferences

Create = |[Delet= ] Recsive from 2 cartificats authority.. Replace., ||| Extract.. || Import || Exporc.. || Revoken. || Renew |
Select| Alizs | tzsusd o [1=su=d By | serial Humber | Expiration
You can administer the folloving resources:

p default CN=rven- CN=rven- 786769744487928 | Valid from
7205.radvision.com, 7205.radvision.com, May 20,
OU=rvcn-72055TMSCell1, | OU=Root Certificate, 2010 to
OU=DMgrlode, O=IBM, OU=rvcn- May 20,
C=uUs 72055TM5Cell1, 2011.
OU=DMgriode, O=IBM,
Cc=us
CN=rvcn- CN=rvcn- 786767246735976 | Valid from
7205.radvision.com. 7205.radvision.com, May 20,
OU=Raoot Certificate, OU=Root Certificate, 2010 to
cn-72055TMSCelll, | OU=rven- May 16,
DMgriiode, O=IBM, 72055TMSCelll, 2025,
C=Us OU=DMarNode, O=IEM,
c=us
Total 2

4. Input the file name. Note: File names should be the local path of IBM ST media server. Select the Apply
button.

551 certificate and key management > Manage endpoint security configurations > rven-72055TMSCelll > Kay stores and certificates >
CellDefaultKeyStore > Personal certificates > Extract certificate

Extracts = certificate from the key store to be added to another key store.

General Properties

Certificate sliss to extract
[default

# Certificats fils nams=
[c:/B2BUA_PUb/1IBEMSTM=dia8_5_t.crt

Data type
I?aseﬁ‘t-en:oded ASCIL dataLI

Appl',rl ﬂ Resetl

Cancel |

5. Under step 7 of Upload iVIEW Certificates as IBM Sametime Trusted Certificates section, select
CellDefaultKeyStore, select the root checkbox, and then select the Extract button.

certificate and key management

5SSL cartificate and key management > Manage endpoint security configurations > rven-72055TMSCelll > Key stores and certificates >
CellDefaultTrustStore > Signer certificates
Manzges signer certificates in key stores.
Freferences
Delete | [ Extract || Retmieve from port |
! !
i [
sE\E¢| slias & |I§§uzd o |Fingzrprint (SHA Digest) & Eormimitem 2
You can administer the folloving resources:
l_ b2bua CHN=iView7.3, 1B:B5:84:53:74:72:31:5E:B2:17:10:80:AF: C2:46:51:27:72:B1:7B | Valid from May 17,
OuU=RCD, 2010 to May 17,
O=RADVISION, 2011.
N, ST=China,
L=E=iiing
'_ datzpower Ql Root CA, ASIBAIA4:1BSIBC:26:12F150:12A180:93:1CAIBAIF4:21105:F2:54:14:17 | Valid from Jun 12,
QO="DataPower 2003 to Jun 7.
Technology. Inc.", 2023.
c=Us
l_ defsult CN=rvcn- 4B:5C:DC:F2:3F:4E:31:8A:8B:22:38:60:50:D0:43:A5:F7:42:DB:4B | Valid from May 20,
7205.radvision.com, 2010 to May 18,
OU=Root Certificate, Z0Z5.
72055TMSNodel,
O=1EM, C=US
l? root CHN=rven- 69:53:04:AE:DF:DF:12:06:40:8F: 14:3B:4D:CE:BD:48:00:50:8A:0B | Valid from May 20,
7205.radvision.com, 2010 to May 16,
OU=Root Certificate, 2025,
QOuU=rvecn-
72055TMSCell1,
QU=DMarlede,
O=IBM, C=US
Total 4
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6. Input the file name. Note: File names should be the local path of IBM ST Media server.

SSL certificate and key management v E

55L certificate and key management > Manage endpoint security configurations > rven-72055TMSCelll > Key stores and certificates >
CellDefaultTrustStore > Signer certificates > Extract signer certificate

Extracts a signer certificate from 2 personal certificate to = file.

General Properties

# File name
|::_-"E2EUA_Pub_-"IEM_ST_Root.:rt

Catz type
I?a;eﬁtt-en:oded ASCII data ;I

Appl',rl DKl Resetl Cancel |

7. Select the Apply button.

8. Copy those IBM ST certificates into iVIEW server.

Upload IBM Sametime Certificates as iVIEW Trusted Certificates
1. Lunch the iVIEW Certificates Management Tool.

2. Select the Import Trusted Certificates tab.

E WIBW SSL Certificate Management Tool
Genereate Certificates Import Trusted Certificates r Apply Certificates |

Follow the below procedure in order to import trusted 3rd party certificates into to the system:

Alias: | |

Description: | |

File: | | | Browse... ‘ ‘ Import ‘

Alias Description I File Path

View Trusted Certificates | | Export Trust Certificates | ‘ Delete Trust Certificate

3. Import IBM ST Certificates. In general, you import IBM ST root certificate first, then import IBM ST signed
certificates. Input the Alias and Description fields. Select the Browse button, and then select the Import
button.
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E IVIEW SSL Certificate Management Tool

Genereate Certificates | Import Trusted Certificates r Apply Certificates |
Follow the below procedure in order to import trusted 3rd party certificates into to the system:
Alias: [EYE: |
Description: |IBM ST root certificate |
File: [cigTRoot Betaz cn | | Browse... ‘ ‘ Import |
- T
@ Import trust certificate successfully
View Trusted Certificates | ‘ Export Trust Certificates | | Delete Trust Certificate

MIEW SSL Certificate Management Tool

Genereate Cerlificates Import Trusted Certificates r Apply Certificates ‘

Follow the below procedure in order to import trusted 3rd party certificates into to the system:

Alias: | ‘

Description: | |

File: | ‘ ‘ Browse... ‘ ‘ Import ‘
Alias Description File Path

IBMSTR o0t IBM ST root certificate CASTRoOt_BetaZ.crt

IBMETSigned IBM ST signed cerificate CABTDefault_Beta.crt

View Trusted Certificates | ‘ Export Trust Certificates ‘

| Delete Trust Certificate

4. Select the Apply Certificates tab, and select the Apply Certificates button in order to re-load IBM ST
Certificates. Once you select Apply Certificates, the iVIEW service will restart.
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E WIEW SS1 Certificate Management Tool

( Genereate Certificates r Import Trusted Certificates r Apply Certificates

Alias Description Status
IBMETR OOt IEM ST root certificate Mot Applied
IBMSTSigned IBM ST signed certificate Mot Applied

Apply Certificates

Manage MCU TLS Certificates

1. Go to your MCU web admin page.

! R/ADVISION SCOPIA Eite 5110

ator login

Language:

vsermame: | |

Conference management

Passwors: [ ]

Create and manage a conference
and control its chara

2. Select the Configuration tab and go down to the Security section.

> Security mode Standard [

[~ Enable HTTPS

> Certificate management

MCU certificate

Status No certificate installed
Mo pending request

Issued To

Expiration Date

Certificate

e s

3. Select the Manage button.
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2 welcome to the web server certificate wizard

This wizard helps you create and administer server certificates.

Current status of your Web server:

- No certifcate installed

- No pending certificate request
What would you like to do?

{= Create a new certificate reguest

i Create a =elf signed certificate

2 Organizaticnal Information
Your certificate must include infermation about your organization distinguishes it from other organizations.

Type your organization's name and your organizational unit. This is typically the legal name of your organization and
the name of your division or department.

Organization: |

Organizational Unit: |

Email: |

The commeon name is the fully qualified domain name e.g video.mycompany.com. If the common name changes you
will need to obtain new certificate

Common name:

5. Input the organization information, input the common name, and then select Next.

2 Crganizatienal Information

Your certificate must include information about your organization distinguishes it from other organizations.

Type your organization's name and your organizational unit. This is typically the legal name of your arganization and
the name of your division or department.

Organization: RADVISICN
Bt

The common name is the fully qualified domain name e.g vides.mycompany.com. If the commen name changes you
will need to obtain new certificate

Commen name: red.meu.radvision.com|

6. Input the geographical information, then select Next.
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» Geographical Information

The certification autharity requires the following geographical information

State/Province:
Cit/Locaity

State/Province and City/Locality must be complete official names and may not contain abbreviations.

7. After reviewing the certificate request summary, select the Next button.

Certificate i

> Ceritficate Request Summary

You have chosen to create certificate request.

Your request contains the following information:

Issued To: |rcd.mcu.radv|s|on.com |
Country/Region: |CN |
State/Province: |China |
City/Locality: |Eaijing |
Organization: |RAD‘u'ISIDN |

|

Organizational Unit: |RCD

To generate a certificate request, click Next.

. .

8. Copy the certificate request, save it as a local text file, and then select Finish.

BN

2> save Ceritficate Request

Copy ceritficate request text below and paste it to a file in order to send the request to the certification authority.

SEGIN CERTIFICATE REQUEST- -
MIIB1DCCATOCAQAWIZMXCZAIBONVBAYTAKNOMQ4wDAYDVQQIEWVDAGIUYTEQMAGA
LUEBxMHQMVpamluZzESMEAGAIUEChMIUKFEVKITSUSCMQuwCYDYQQLEWN SQOQxH]
AcBgNVBAMTFXIJZCStY3UucmFldmizawSuLmNvbTEQMBAGCEGSIb3DQEJARYREMN
KQHINZHZpezlvbisjb20waZawDQYIKoZIhveNAQEBBQADGYDAMIGI AoGBAKaCDYEE
DVSXGOtkIyTQCajipntSUqOW+HAZRQPrUSINVWAZKMEIpTOMSy ScF6jglvesBzSRE
OsghlajuuASASQIfP2mwn ZQ7 Misdrz9S28x8yflrnRelKgR2Ahxc/ SLIEShCvOOY
H7am3iA/S0IVACKPWGSCGE//JocuYodtAhAgMBAAGEADANBakahkiGEWOBAQQFAAD
BgQAYMALXD/pZCpOqRFUjqePC3sFOMSMFTT/E3LyW1sWWH2jWar7BiSekHLK2A +ofs
AFvveBdxE6OPFFZFZrmduuZ4NI3Nz1 ADSFESXhE3Nbjoq+eWoY6QDiOValxmCEGZM
HPNsGd+FACGVYINSMS17 GEp2IH+Q+cqspbkEKQUEBLYSQ==

END CERTIFICATE REQUEST-

9. After selecting the Finish button, your MCU has a pending request. You have to send this certificate request
to CA. Make sure that both iVIEW and MCU have the same CA.

> Security mode Standard x

[T Enable HTTPS

> Certificate management

MCU certificate

Status No certificate installed
You have a pending request

Issued To -

Expiration Date =

Certificate
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10. After getting the certificates from CA, select the Manage button.

2 Welcome to the web server certificate wizard

This wizard helps you create and administer server certificates.
Current status of your Web server:

- You have a pending certificate request

{ Process the pending request and install the ceritficate

" Delete the pending request

11. Select Process the pending request and install the certificate, then select Next.

Certificate i

2 Process a Pending Request
Import a certificate from file

Copy and paste below the data from the file containing the certification authority's response:

> Process a Pending Request
Import a certificate from file

Copy and paste below the data from the file containing the certification autherity's response:

MCRFWIxMTASMO Y WO TEZMOEMAEXCZATEgRVEAYTAKNCMGEwDAYDVITIEWYDaGIu
YTESMBAGALUEChMIUKFEVKITSUSCMQuwwCgYDVYQQLEWNSQOQXEDACEgNYBACTE0]I
aWppbmexHjACBgNYEAMTFXIjZCStdWMucmFlkdmlzaWSulmMNvb TCENzANEgkahkiG
9wOBAQEFAAOQB)QAWIYKCOYEAXVrOIn]IFaw7fKs0aBsoveEWfceKtGO4Kv7owwso
sZ/1iTr0aMBCEdA+BRIIwWvPR30SIAWDOZTFXgItDGVYPXOm+WOEXNtSk+sNSksQp/
hex4a0iCiGUYZNKRIVT4qTLIKS/tzTGEL5tCmNdyRQYEDUT Ixlwll s My LIWUVGRG
QGOCAWEAATANEgkghkiGOWIBAQQFAACGCAGEAMW/DGIjzq/FalVOaXmksO+EnQESh
cKwwDblinX4GmlhRTtbwzagiliYnSwHsTw)0legd8MshKeIQtrvo 1xiBxvdzwWhb
HewvahfvtOvNaxuh0Z8/IkBwEsHspdHfy+WT3i3WpZYmDWZ 3fyLKujdSZiSPagsln
u/VxX9Lyh3DIVodokUpwB3GSIXISOAWL+FLHWISMlyowRMYmISrMG 1eCHIW3IVE/Z

| XiqqeQxutTRIZHOLUKxoWVNRTyKrZKm33zi5Bcl ZRjxutboyvhbnx4MEcxgDFQ3ye
Kzma7FDFdiZHzVIQWIOXgSgMce55DkEiglChk+XoUIM3AIxkanCi7 INZgAes whF
gHYMyIGrYTHcrteucxZemeem3F+g2NZMash/ 7 WD SVzKSFNEIZSFSnMif+So7FaFh
WIPWYp4fpOkOmgiyKSTApXonANptODEN]jppDpxClx1e7 GUYEB3GCrWUSTUOH+OdK
yxZtISMRUcIBrCECzusUVrWYASWNVKLXMIHE FNrbGEI7Bnegrv3yq26MMSa+es
agswOESVEaXX07fmIUrgsDEw3IHS RSO3 15FI0cY AJ+RVWMDVLKZ 7 pd ) CpB+hiu3s
113e8hRyCOjHIAIfWIS/QEQxdS70IChdMkkGDIZd0SI/ FeeFyN4sCXhme C1QNCO
mZEvZR/F+EDIVER=

13. Select the Finish button.
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Certificate i

P Ceritficate Summary:
¥ou have chosen to install a certificate from a response file.

Certificate details:

Issued To: |rcd.muc.radvis\nn.cﬂm |
Issued By: [rapvisION |
Expiration Date:  |110706081309Z |
Country/Region: |CN |
State/Province: |China |
City/Locality: |Eai]mg |
QOrganization: |RADVISIDN |

|

Organizational Unit: [RCD

To install the following certificate request, click Finish.

HTTPS connection and TLS calls would not be available after removing the certificate.

e

14. Select the Upload button in order to upload CA root certificate. Ensure you that the CA root certificate is
the same as the iVIEW CA root certificate.

> security mode [standard =]
I Enable HTTPS

> Certificate management
MCU certificate
Status External certificate installed
Certificate Authority (CA) root certificate

2 Upload CA root certificate

Choose local file

Certificate

15. Import MCU certificate into iVIEW using the iVIEW Certificates Management Tool. Refer to the Upload
IBM Sametime Certificates as iVIEW Trusted Certificates section for details. After importing the MCU
certificate, select the Apply Certificates button under the Apply Certificates tab in order to reload the MCU
certificate.
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E IEW SSL Certificate Management Tool : : : s
Genereate Certificates Import Trusted Certificates r Apply Certificates ‘
Follove the below procedure in order to import trusted 3rd party certificates into to the system:
Alias: [mcusn |
Description: |MCU 80 certificate
File: |C'1mcuBD crt | ‘ Browse... | | Import |
Alias Description File Path
IBMETR o0t |EM ST root cerdificate CASTRoot_BetaZ.crt
IEM3TSigned IEM ST signed certificate CASTDefault_BetaZ.crt
View Trusted Certificates | | Export Trust Certificates | | Delete Trust Certificate

16.

gy Configuration

B o s

Protocols

Gateleeper

Gatekeeper

> Default 51P domain

> SIP server

" Locate

@ Specify

I Use registrar

I addres:

il 152.168.227.26
Bz

192.168.230.80

automatically
1P address 192.168.227.26
Port

Type TCP

& Enable H.323 protocol

> Gatekeeper settings

[ Enable SIP protocol

&
&

Change the transport to TLS, change the port to 5061, and then select Apply.

2{ -! [Manage Conferences >

17. Enable SRTP for service, and select OK.
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Service: 71 - Default Service

{* Constantly

" On location changes for

[10

seconds

> video guality preference
= Sharpness

" Motion

[¥ Enable presentation view

Presentation video codec |H264

=

[¥ Encryption:

Encryption mode

|Strur|g encryption (AES-128) required LI

[T Auto mute joining participants

¥ Auto mute first joining participant
[T Automatically reconnect dropped participants
[~ Force conference PIM protection

[T Ask for conference PIN on invite

18. Restart the MCU.

IBM Sametime TLS/SRTP Configuration

1. Go to IBM Sametime System Console.

@; - |g https: /192, 166,227, 205: 5701 fibmiconsale lagon. jsp

File Edt View Favortes Tools Help

e 88| '| (& Integrated Solutions Console | (& mtegrated Solutions Con... X |

Integrated Solutions Console

Log in to the console.
User ID:

Iwa;admm
Password:

2. Select Sametime System Console>Sametime Servers.

Bl sametime System Conscle

Sametime Prerequisites

Sametime Guided Activities

El samstims Servers
Sametime Community Servers
Sametime Mesting Servers
SIP Proxies and Registrars
Sametime Proxy Servers
Sametime Gateway Servers
Sametime Media Manager

Manage Policies

3. Select Sametime Media Manager. The system shows the page below:
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5.
6.

1.

Sametime Madia Manager

Sametime Media Manager
This view lists the Primary Nod

=
Nodes must be added to 2 clusts:

Cell, 2nd Cluster deployments of Complete Media Servers, Conference Focus Media Servers, and their associated Packet Switchers, Secondary
r to be administered. Select a server to see detailed information.

Deployment Name Cell/Cluster Version Connection Properties

STMM cell 8.5.1  Edit

Select the STMM link. The system shows the page below:

Integrated Solutions Console  Welcome wasadmin

‘ View: | All tasks 2 |

Welcome

Guided Activities
Servers

Applications

Services

Resources

Security

Envirenment

System administratien
Users and Groups
Manitoring and Tuning
Troubleshooting
Service integration
ubDI

Bl Sametime System Console

Sametime Prerequisites

Sametime Guided Activities

Bl Sametime Servers
Sametime Community Servers
Sametime Maeting Servars
S1P Proxies and Registrars
Sametime Proxy Servers
Sametime Gatewsy Servers
Sametime Media Manager

Manage Policies

-=1 .E‘

Help | Logout [

Starting UDP port for voice call: [20830

|Starting UDP port for veice calls, where the upper limit i the specified port plus 100,

Starting UDP port for video call: [20832
[Starting UDP port for video cails, where the upper limit is the specified port plus 100.

Presance Setting;

Number of svitched audio streams (2-16): [3

Set the vait time in milliseconds before svitching to next active speaker.

Video switching wait time:
3000 ¥

rServer
Community server

*Host name: [rven-leep

*Port:

SIP proxy registrar

*Host name:

*Port:

*Transport protoc
Session expiratior

hontrol how often messages are sent to clients to verify conneaction (30s-300s).

Audio Video Media

Note: TLS transport is recommended when using media encryption.

Secure Real-time Transport Protocal (SRTP) Encryption:

€ Disable

@ Enable: Calls made betwean the Connect dlient and any other endpoint supparting SRTP (including anether Connact client ar a partner

conference bridge) will be encrypted. Audio/video conferences with 3 or more using the Media Manager Packet-Suitcher or the
SUT Media Server will not be encrypted.

Under Transport protocol, select TLS.
Under Audio Video Media, select Enable, then select Apply.

iVIEW TLS Configuration

Change two properties from iVIEW properties file. Go to iVIEW installation folder, use a text editor to open
{iVIEW folderNiVIEW Suite\iCM\jboss\bin\vcs-core.properties and add the following lines to the file

(if this file already has these lines, change the value accordingly):

com.radvision.tcspi.server.sip.useTls=true
com.radvision.tcspi.server.sip.port=5061
vhex.vems.core.conference.sipTransportWithMCU=tls

Restart the iVIEW service.
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MAINTAINING THE DEPLOYMENT

UPGRADING THE RADVISION SAMETIME ADD-ON

The process for the upgrading the SameTime Add-on is the same as installing the Add-

on. Follow the instructions in Chapter 3 Installing the iVIEW Suite SameTime Add-On
to upgrade the installation files and replace current files.

You must restart the Media Server after upgrading.

TROUBLESHOOTING

Sending Detailed Logs to Support

To enable a media server trace:

<= Procedure

1. Logininto SSC (SameTime Server Console)
http://hostname:8700/ibm/console or https://hostname:8701/ibm/console.

cidress [ hitps:/1192.168.227 62,8701 fbm/consolefiogon. sp
Google ‘ j 2§ search

Integrated Solutions Console

Log in to the console,

User ID.

Log in

address [€] https//192.168,227.62:8701 fbmjconsole login.daPaction=secure
Gaogle| | Rsearch - | @ - - | Bashore S~ sidewi -

Integrated Solutions Console Welcome wasadmin

% Check = &3 Translate = - | AutoFil » 0

| view: [All tasks =l ‘

Set the audio and

DP ports for the dlient,

I [z0830

Starting LDP port

Guided Activities (starting UDF port

, whare the spper Himit is the specified port plus 100

Servers

Starting UDP port 1 20832
Foeltzaiens [Starting UDP port for video calls, where the uppar limit s the spacifisd port plus 100,
Services

[Prasence Satting,

Mumber of suitcthed audio streams (2-16): [5

Set the wait time in milliseconds before switching to next active speaker

id: hing wait time

-k epler-is. radvision. com
*Part [0

S1P proxy ragistrar

#Host name: [ruen-ivien-7205 raduision, corn
ametime System Console CEer | e
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http://hostname:8700/ibm/console
https://hostname:8701/ibm/console

2. Expand Troubleshooting >Logs and trace, and select STMediaServer.

Integrated Solutions Console  Welcome wasadmin Help | Loo:

View: [Aleaois = | | ellervenivien 7205ediaCel, Profle=rienvienT 205 ediaDFrefleL

vislceme Lo

and Tracing vE
uided Activities

[ o s Logging and Tracing

Servers Use this page to specfy how the server handles log records, You can select an application server to enable or disable a system log for that server, spedfy where log
data is stored, snd choose a format for lag content, You can also spedfy = log detail level for components and aroups of components.

Applications

Preferances
Services

e
Resources s
B Security server & ‘Nade B Host Name version & Type & Status &)
e Ve e iy o el e
e Titedi i e 10 7.0.0.5 cervers B
users and Groups dmar OMgrode reen-iview- 1o 7.0.0.8 servers >
209 raduision.com

Monitaring and Tuning

nods saent ren-ivieu- ruen-ivisy- 10 7.0.0.3 servars )
E 7205Madiahodet 7205 raduision. com

Corfiguration problems

Glass loader vievar
Confiquration Validatian
Disgnostic Provider

Runtiens Messages

Sanics intearation

LoDI

1. Select Change Log Detail Levels.

Integrated Solutions Console  Welcome wasadmin

Help

‘ Views [AT tasks = Cell=rven-iview-7208MediaCellL, Prafile=rven- iview-7205MediaDMPrafilel.

Welcame

St CEiEes Logaing and Tracing > STMediaserver
B Sarers Use this pags to selact a systam log to configure, or ta spacfy 2 log detail level for companants and groups of companants. Use log levels ta control which svants ar:

racessed by Jaua logain
pplications P v aging

General Properties

Biasnostic Trace
M Loas
Procass Loas
— 184 Service Logs
E———
o G
Manitoring and Tuning
ET e —
Logs andace
rerE————
Gt
Configuration Validation
Diagnostic Provider
Runtime Messages

Seruics intagration

uopr

2. Select All Components > Message and Trace Levels.

Integrated Solutions Console  Welcome wasadmin

Help | Lo

Views [A t2z = Cell=rven-iview-7205MediaCell1, Profile=rven-iview-7205MediaDMProfile1

vielcame Logging and Tracing

Guided Activities

L d Tracing > > Change log

Use log lavels to control which avents are processed by Jaua logging. Click Componants to spacify a lag detail level for individual components, of click Groups to spacify
3 log detail lzusl for 3 predefined group of companents, Click & companent or group nams to selact 3 log detail level. Log detail levels are cumulativa; 3 lavel nasr the
kop of th list includas sll the 2ubsequent lavsls

riices Canfiguration | Runtime

curity General Properties

pplications

Change Log Detail Levsls

stem administration Components

sers and Graups *=info: b *=all; com lot time telephany sipfocus *=all

com.ibm.telephony. conferencina=fine

@roups
Monitoring and Tuning

E Troubleshooting

Logs andtrace
Ganfiguration problems
Glass loader viewer

g o Logaing =
A-BB_STA|4L: Messages Only
-CLASS Haw all Messages and Traces

A ConfigE o ge and Traee | ;

a1ConnL

Configuration alidstion

Diagnostic Providar

Runtime Messages

Service integration

AlaasWCCMHelper < fatal
A:0RBRas < cevers
4-5ASRas =

A-SystemErr warning
A-Systermnout 4 audit
AWASH 4l info

- webhtibutes* . config

£

e ibrn I ityL IobjectBas/ detail

o ibr I ityLocalObject( Trace Levels

at-com ibm ISecurityLocalobjectasg 2 fine
alcom.ibm.[SecurityLocalObjectTok| s finer -
l-com ibm.ISecurityUtilityImpl.*
at-carn ibm WebSp

s finest

Enabling traces for SameTime connect

To collect Lotus SameTime connect logs, you must edit
rcpinstall.properties under data\.config as follows:
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<= Procedure

1. Open rcpinstall.properties
2. Insert the following lines:
= com.ibm.collaboration.realtime.multimedia.level=FINE
= com.ibm.collaboration.realtime.internal.telephony.level=FINER
= com.ibm.collaboration.realtime.telephony.level=FINER
= com.ibm.collaboration.realtime.telephony.tcspi.level=FINEST
= com.ibm.collaboration.realtime.telephony.softphone.level=FINER

Note: make sure there are empty line before the lines.

Restart the client.

Reproduce the error.

The new level log can be found under data\logs.

Zip the contents of the logs directory and send it to Customer Support.

©o s w

Collect iVIEW Suite logs

To collect all iVIEW Suite logs, select the Customer Support Information Capture
icon.

= RADVISION

rit Calls: o

alls: o ‘

2l o ')
bps): i

alls: o

alls; o ‘ '
bps): o

Uninstalling

To uninstall, remove all Add-on files and restart the Media Server.
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RADVISION (NASDAQ: RVSN) is the industry’s leading provider of market-proven products and technologies for
unified visual communications over IP and 3G networks. With its complete set of standards based video networking
infrastructure and developer toolkits for voice, video, data and wireless communications, RADVISION is driving the
unified communications evolution by combining the power of video, voice, data and wireless — for high definition
video conferencing systems, innovative converged mobile services, and highly scalable video-enabled desktop
platforms on IP, 3G and emerging next generation networks. For more information about RADVISION, visit

www.radvision.com.
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